Parenting the
Digital Generation
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Today’s kids are Super-Connected.
They’re more savvy with tablets, phones and computers and they’re more responsive to the
media machine and ever-growing technological presence. Every facet of their lives has a
screen, a link to the global world, a chance to be exposed to phenomenally wonderful insights
– and, also things we wish they’d never have to face: hate, fear, prejudice, violence, pornography and inappropriate or dangerous content.

It’s our jobs as parents and caregivers to teach them how to handle
navigate in the digital world.
This digital parenting guide is meant to provide you with a little insight and training – a little
ammunition – to face the challenges of parenting the digital generation.
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intro | Talking To Your Child, Tween Or Teen
Today is darkened with the blessing and the curse of the internet—so much material, both helpful
and dangerous, at our fingertips. Here are age-sensitive approaches to managing these difficult and
treacherous conversations:

How are our children to navigate this new age?
Your Accessible Child (0-8)
This is your child, under 10, newly interested in those fun video games, your cell phone and Uncle Jeff’s
online gaming system. It’s all magical, educational, and addictive! This is the time that both of you need
to learn how to set boundaries. Both of you can get accustomed to setting limits for time, content, and
accessibility while your child is still little—and still likes you!

Your Self-Conscious Child (9-12)
Your child became a “tween” somewhere between 10 and 12 years old, crossing into a sea of hormones,
self-consciousness and impulsive decision making often guided by similarly-minded friends. And this is
also about the time that many kids get their first smart phone. Off to middle school, they believe they
are mature, all the while straddling the relative safety of childhood and the risks and adventures that
come with adolescence.
Unfortunately, tweens often end up connecting with those who take advantage of their need for attention. It is common for kids in this age group to retreat a bit from their parents into their “private space,”
making it hard for parents to accurately assess their friendships, their cyber use, and their mood. Parents struggle with the question, “Is this just a passing phase – or something more serious?”

Your Private Child (13+)
Tweens develop a certain bravado they day they turn into a teen. They are more tight-lipped about
their feelings, school work and friends. A simple question like “How was your day?” can turn into
eye-rolling and a “Don’t worry about it” response.
Timing is everything. Understand that they have a virtual world and internet friends that they connect
with. See if they will let you play one of their online games with them. If they likely turn you down, at
least you showed some interest in their world.
Their invincibility leads them to taking bigger risks, sharing too much, and saying things about others
that just shouldn’t be said in a public forum. These boundaries and manners are important to reinforce and model. You might need to think twice before posting your own questionable photos, checkins and embarrassing pictures of your kids! Teach respect, safety and etiquette.
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A Helpful Roadmap

To Navigate The Mine Fields Of
Social Media
SOCIAL MEDIA CAN MAKE PRIVATE THINGS
PUBLIC:
We work hard as parents to help our kids understand that privacy is important. Keep the
door shut when you’re using the bathroom;
knock before you walk in someone’s bedroom;
don’t ask the lady at the supermarket why
she uses a cane. But we also need to teach
our children the boundaries for privacy in the
digital world. Passwords that are kept PRIVATE
are helpful to keep children safe—just like a key
to their front door. Say to your child, “I heard
some say people shouldn’t post anything on
social media they don’t want an enemy or a
stranger to see or to know; what do you think
about that?”
STAYING SAFE IS NORMAL:
Treat social media safeguards as you would any
other safety device—seatbelts in the car, locking
the front door at home, wearing helmets while
riding bikes, being careful of strangers. Putting
safeguards on their game systems and phones
(if they have them) is a good idea for everyone to
do—even parents. Choose safeguards as a family
for all devices—including your own. Including
your child in this larger conversation makes them
part of the family safety rather than feeling like
the victim of a limit they do not understand. Ask
your child, “What kinds of safeguards do you
think we each should put on our devices?”
FIRST THINGS FIRST:
Ice cream for dinner and vegetables for dessert may sound like heaven but for many of us,
over time, it will lead to sour stomachs and poor
nutrition. Such is the case with “screen time.” Too
much screen time robs children of playing with
friends face to face, limits their learning to collaborate on a project or a game and replaces
exploring the outdoors. Help your family balance
screen time and place it properly in your family’s
day. Rather than nagging your child to “turn it off
NOW,” try asking “how much more time do you
feel you need before you get to your homework?”
Letting them be part of this decision and helping
them learn to take responsibility is important.
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A Helpful Roadmap

To Navigate The Mine Fields Of
Social Media
CREATE BOUNDARIES AND LIMITS:
It’s painful to see a couple on a date who are
both on their individual cell phones or a mother
strolling her baby choosing to talk at length to a
friend on the phone while ignoring the coos and
excitement of her baby. The internet becomes
an intruder, quietly demanding attention with a
chirp or a ping.

PASSWORDS:
These pesky strings of upper and lower case
letters, numbers and special characters drive
most of us crazy—whether we have too many
of them, forget them, or are trying to figure
out the key to our child’s devices. Unlike adults
who might try and write them down in a reasonable spot, kids keep changing them to keep
adults out of their business. It is OK to make a
deal—“You can use the internet if I have your
password.” “In order to have the privilege of
using your phone, I need the password.” Here
is where we need to be honorable—snooping
just to snoop is not honorable. Checking up on
our kids because we are concerned about their
safety is called parenting.
ESTABLISH A VILLAGE:
Parents learn a lot from other parents.
Inviting YOUR peers to be part of your village is
a good idea. Some parents have “intel” on what
parties are going on, what kids are likely causing
trouble, who might be emotionally struggling
and needs help. Most kids don’t want their parents “following” them on social media. However, they might invite cousins, aunts, neighbors,
coaches, or youth leaders to follow them (and
vice versa) because this is the way our kids keep
up with what’s going on. Rely on your village to
be watchful and keep you informed when something concerning seems to be going on.
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intro | How To Be A Good Digital Parent
Good parents have their child’s well-being at heart. A good digital parent is informed and understanding of the unique challenges their kid’s generation is facing. By combining the two, you’re able
to bring parenting into the digital generation. Here are a few tips to help you along the way:

Be patient.
Learn.

Lay down ground rules.
Learn their lingo.
Designate safe spaces.
Designate shared spaces.

You’re not going to know everything and that’s okay.
Understanding the digital world means knowing where your kids are
spending time. Scroll through Facebook, download Snapchat, start
your own Twitter account.
Be clear about your expectations.
But, please, don’t try to speak it.
Create device-free areas in the house – like bedrooms – to minimize
distractions.
Keeping computers in public areas increase the safety factor of online
viewing.

Unplug at the dinner table.

Family dinners are the perfect time to unplug & focus on bonding.

Practice what you preach.

Follow these rules too – kids will lose trust if you break them.
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Chapter II

Tween: Ages 9 - 12

Nearly 46% of U.S. Tweens aged 8-12
have a cell phone.
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chapter 2.1
Digital Citizenship
Welcome to the world of digital citizenship. As a parent, this can be daunting, overwhelming... downright scary.
Nevertheless, there ARE resources at your fingertips. Digital Citizenship: norms of appropriate, responsible
behavior with regard to technology use. What does it mean to be a good digital citizen? It means simply to think
before you post.

Before You Post
T

Is it True?

H

Is it Hurtful?

I

Is it Illegal?

N

Is it Necessary?

K

Is it Kind?
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chapter 2.2
Manners Matter
Let’s be honest—if we took just a second to ask ourselves the question—“should I really post this?”—
many of our tweets, Instagrams, snaps or Facebook pictures just might never leave our phone.
Much of social media etiquette is really about taking that extra moment to ask ourselves three questions: 1) is this the right time and place to be focused on my social media? 2) how would I feel if someone posted this about me? And 3) what would my teachers, parents, or co-workers think of me if they
saw this post?

Social Media Conduct for Kids in 11 Easy Steps
1. Your online presence is an extension of you. Don’t be a fraud, a follower, or thirsty.
2. To whom much is given, much is required. Our expectations of your conduct do not
change just because you’ve graduated into the virtual world.

3. There are frauds...like, everywhere. Everything that you see isn’t what it seems, and everyone that you’re connected with doesn’t have your best interest at heart. Quality over
quantity.

4. Words do hurt. Think twice. Taste your words before you feed them to someone else.
5. Pictures tell more than 140 characters. Be mindful in what you post and intentional about
the message that you want to send.

6. You can influence how someone thinks. So use it for good as you become great, and be
an inspiration for others to realize the same.

7. Someone is watching you. A friend. A hater. A potential employer or opportunity creator.
A troll. Your mother. Your father. Your godmother. Your sibling, grandparents, aunts, uncles, cousins, etc. We are watching you.

8. The internet and everything that you post on it is a time capsule. When you post, don’t just
think about the now, deeply consider your future.

9. Less is more. The less they see (your body, your daily moves, etc.) and know, the more
you give them to think about and stay tuned to.

10. You’re more valuable than a like or a rating. Figure out what you’re on social media for
and then drive in your lane. And if you swerve, trust that we’ll be right there to help you
get on track. We will always have your back.

11. No connection will ever be quite as powerful as face to face, hand to hand, eye to eye.

There’s nothing quite like experiencing YOU in person. Social media is convenient to this
world, but you are a gift.
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chapter 2.3
First Time Phone Users
You’ve decided its time. Time for your
child to venture boldly into the world of
cell phones. Yes, it’s scary. Yes, it’s helpful.
There is no end to the madness you feel as
a parent each day and this is a big step.
One of the most important things a family with a new phone user can do is clue
them in to how they should use it. Besides
reviewing the features of their new phone,
take some time to talk about what the
ground rules are.

When are the quiet hours when texting,
posting and phone calls are off-limits?
Who should be added to the contacts list
Do’s & Dont’s of texting
Pictures – Who/What should be in them
Which rooms are off-limits for phone use?

The average age now for getting
a first phone is 10.3 years old.

http://influence-central.com/kids-tech-the-evolution-of-todays-digital-natives/
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6 Things To Consider
When Purchasing Your Kid’s First
Perhaps the hardest technological decision parents will make
is when to purchase their child a smartphone. You likely see
periodic calls for help from your friends on social media, asking
what age everyone let their children have a cell phone. It’s a
common question.

Cell Phone

Only YOU can accurately gauge when your child is ready for their own smartphone.
1. Pair with your partner
Make sure that you and your partner are on the same page when it comes to issuing your kiddo a
smartphone. A united front will go a long way with enforcing phone rules.
2. Age is but a number
You are the best gauge of your child’s ability to handle the responsibility of phone ownership. If you
have a child who doesn’t yet understand the value of a smartphone, is often misplacing and losing
items, or is too young to take care of his things, you may want to wait a little before making a smartphone purchase for him.

Tip: If you feel strongly about your child’s need for a phone, purchase an inexpensive cell
phone for emergency use, and have him work his way up from there.
3. Peer factor
If your child is telling you their friends have smartphones, do some investigative work. Ask some of
your child’s friends parents if they have phones to gauge how many do indeed have their own
smartphones. While you’re asking, also ask how they are monitoring usage, and what ground rules
they’ve put into place.
4. Need or desire?
Gauge if there really is a need for a smartphone or if your child’s request is out of a desire to be like
his friends. If your child is involved in after school activities, or goes to after school care, you may see
a need for you to be able to contact your child directly with a smartphone, or simply use the tracking
feature on your child’s phone to check his whereabouts.
5. Set Internet rules
If you’re comfortable with your child frequenting social media sites, open the lines of communication so they’ll feel comfortable enough to notify you of any threatening situations. Most importantly,
establish basic rules about behavior online and on social media.
6. Sign a contract
Weight your words by drafting a contract outlining the rules for smartphone conduct, and put the
consequences to those rules into writing. Having a contract with your child holds both of you accountable; if your child breaks a smartphone rule, they know the repercussions and you know the

consequence to dole out.

Tip: Check out our printable Cell Phone Contract at the end of this section.
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chapter 2.4
Staying Connected
Understanding your own role with technology is
crucial to becoming a successful digital parent.
For instance, are you a “Limiter”, an “Enabler”, or a
“Mentor”?
Digital Enablers: whose kids have plenty of
screen time and access to devices. Almost
half the parents of teens adopt this approach:
They’ve given in to their kids’ expertise and
allow them to set the family’s tech agenda.
Digital Limiters: by contrast, focus on
minimizing their kids’ use of technology. Nearly
half of parents of preschoolers take the limiting
approach.
Digital Mentors: instead take an active role in
guiding their kids onto the Internet. They not only
make up a third of parents overall, but a little
more than a third of parents in each age range.

Engage With Them. Use their internet time as
“shared” time – read along with them, watch
their favorite YouTuber or face swap in Snapchat.
Share Content. Found a funny gif? Share it. Did
you see a trending recipe video on Facebook that
you just have to try? Show them.
Do Your Homework. The best way to learn new
apps is to try them out yourself.
Research Everything. Since information is at your
fingertips, it only takes seconds to figure out what
that new emoji means or how to direct message
someone on Instagram. The more you learn, the
better equipped you’ll be to answer questions
and understand challenges.

Chances are, you won’t have all the answers.
But if you engage with your child and let
them know you’re present; you can tackle
anything together.

chapter 2.5
Practice What You Preach
Kids are great imitators. They learn by regurgitating what they see from their peers, family members
and everything surrounding them. That can be amazing, but also holds you, as a parent, to a higher
standard. Whether they realize it consciously or not, they are learning social cues from you that will
affect their thought processes as an adult and shape their lives. As a distracted parent, you’re not
giving your total focus to what’s in front of you. It’s a fast-paced world and something is constantly
vying for your attention. Here are a couple “Do’s & Don’ts” to help you:
DON’T be a hypocrite. If you set house rules,
make sure you follow them too.
DON’T overshare. When you do use social
media, be mindful of what’s “cringe-worthy”
and ultimately, embarrassing for you AND
your kids.
DON’T text and drive. I can’t stress this
enough. Besides the danger involved (and
illegality), it also shows your kids that it’s
okay for them to break the rules too.

DO make eye contact. If your child is talking to
you, put down your device and connect with
them.
DO embrace a device-free dinner. Everyone,
including yourself, should drop the phone into a
basket and enjoy a family meal together.
DO unplug. It’s hard to do, but remember the old
adage… “how time flies.” You won’t remember
that work email that came through, but your kids
will cherish your undivided attention.
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chapter 2.6
Cyberbullying
As we all know, cyber bullying can be dangerous. Being mocked online can be particularly hurtful to
a child, who may feel as if there is no escape from the ridicule. How can you tell if your child is being
cyber bullied? A change in your child’s habits when they are online, such as spending much less time
on his phone or depressed, angry or disruptive moods may be a clue.

Take Action Against Cyberbullying In 9 Steps
1

Start By Talking
Your child most likely will not feel comfortable and your questions may feel like an
interrogation. Instead, encourage them
to discuss their feelings by talking about
your own online experiences, weaving in
the good and the bad. Or, recruit one of
his peers or someone he looks up to for this
conversation.

*

2

5

6

Teach Your Child Online Etiquette
One of the best ways to prevent cyber bullying
is to make sure that kids know what it is and
what it looks like. Your child should understand
what is and isn’t appropriate to say and do
online, and that social media has rules too.

4

¾

Don’t Stalk Their Social Media
While it may seem like the best course of
action, going behind your child’s back will
erode his trust in you.

Limit Online Access
If you see clear behavioral changes, like
anxiety or depression, around the time he
is online you may want to limit his access.
Set clear rules and guidelines on tech usage, including what to do when problems
or uncomfortable situations arise.

;

U

Protect Your Child Offline
It’s important to know if your child engages with the bully offline. Is this one
of his classmates? Is it someone he met
at an extracurricular activity? If so, your
child may also be experiencing bullying in
the real world and you can address that
through the proper authorities (school
administration, team captain, etc.).

<

W

3

Recruit Online Friends
Does your child have peers online who “have
his back” should he get into an argument?
Does he have friends he looks up to online
that engage with him?

7

Don’t Engage The Bully Or His Or Her
Family Online
Making additional comments on social
media will only fan the flames of these
incidents, and a discussion via email can
be misconstrued. If you know who is doing
the bullying, you can reach out to his or her
parents if you have a relationship with them
to discuss calmly but be careful before
taking this step. Many parents are sensitive
about such accusations and meeting face
to face without a neutral third party may
only make things worse.

¡
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8

Report And Document Misconduct
Rule violations can be reported to the
social medium, web host or online system.
Threats of physical harm, however, should
be reported to the police. Be sure to keep
screen shots of all comments and images,
especially those that are inappropriate,
threatening or profane.

7

9

Get Your Child Actively Engaged Offline
If a bullied child is alone and friendless
there is potential for him to experience
depression and harmful behaviors. Help
him to foster a hobby that he likes and can
share with others, such martial arts, photography or hiking. Finding positive friendships will provide him the support he needs
to promote healthy self-esteem.

º
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chapter 2.7
Sexting
With the rise in smartphone and internet usage by children, the landscape of online predation
has changed drastically. It’s no longer solely a matter of protecting kids from pornography,
it’s now become an issue of kids sharing explicit photos and videos at their own will and then
being exploited by predators.
Social media and the access of a camera phone (with location data) is making it easier than
ever for sexual predators and cyberbullies to target kids through what experts are calling
“sextortion”. Kids are being conned into taking photos, thinking it’s a relatively innocent exchange, and then being forced to continue through manipulation and blackmail. The rise in
sex extortion is also enhanced by kids sharing
more information about themselves on social
media sites than they did in the past.
The idea of your teenage son or daughter
sending or receiving a sext is enough to send
most parents into a panic. It’s easy to think,
“my teen would never do that!” But in reality, teen sexting is much more common than
some may believe.
According to the National Campaign to Prevent Teen and Unplanned Pregnancy survey,
20% of teens have sent or posted nude photos or videos of themselves.
of teen girls
· 22%
of teen boys
·· 18%
11% of young teen girls
(between ages 13 - 16)
And 39% of all teens have sent or posted
messages that are sexual in nature.
of teen girls
· 37%
of teen boys
· 40%
48%
of
teens have received
· sexual messages
While the majority of teens participating
in sexting have sent such messages to a
girlfriend or boyfriend (71% of girls, 67% of
boys), 15% of teens who have sent or posted
suggestive images online said they shared
them with someone they only knew online.
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chapter 2.8
Tackling “The Conversation”
Ask What They Think: Before jumping into a conversation about what you think about sexting, ask
them if they’ve heard of it and what they think about it.
Tip: Use empathy in your response before you jump to the cautionary lecture. Saying something like
“wow, that sounds like somebody’s feelings could get hurt. What happens if someone else sees it?” “I’ll
bet it would feel really humiliating if someone sent something very private about you to someone else.”
Create an Open Door: Sadly, there are many examples in media where images and videos went viral
only to ruin a career, a relationship, or a reputation. These are great stories to talk about with your
teen.
Tip: Wonder out loud with them about what would possess someone to take a picture of their private
parts and send it.
Stay Connected and Develop a Village: Schools often discuss the problem of sexting as a problem of
bullying. Avail yourself of any parent meetings around these subjects and take the information home
to discuss. This is a great time to reach out and talk to other parents about using social media wisely.
Help them Create Boundaries: When they approach puberty, we talk about changes in their body,
relationships, and sexuality—learning about risk and how to avoid it.
Have Small Conversations: Frequent conversations in small doses are far more effective that just one
long, boring and threatening lecture about not sexting and staying safe on the internet. It is important
to weave in the ideals of respect and consideration—for themselves and for others. There is nothing
respectful about sexting. And nothing private about it either.

Rules & Laws: What You Should Know
There are no specific sexting laws in most states, though a few that have recently passed legislation
related to creating, sending and distributing sexually explicit photos of minors via text message/cell
phone.
Both minors and adults can be charged under the individual state’s child pornography laws, with
potential jail time and lifetime sex offender registration possible. Additionally, distribution of explicit
photos can carry federal sentences for offenders, on top of a mandated state sentence.
There are few criminal laws specifically about sexting. Typically, issues arise around the child pornography laws.

·
··
·
·

Federal law states that any visual depiction of sexually explicit conduct involving a minor is 		
child pornography.
Images of child pornography are also considered child sexual abuse.
The age of consent for sexual activity in a state is irrelevant.
A first-time offender can face fines and a minimum of 15 years
(or a maximum of 30 years) in prison.
An offender can also be prosecuted under specific state child pornography laws,
in addition to federal.
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Congrats On Getting
Your First Cell Phone!
It’s a great tool for communication, but it does come with great responsibility. Our rules for
using this phone are below:
Phone Number: _______________ Phone Password: ________________

You Agree To:

Only add contacts of friends and family members. Mom & Dad’s number should also 		
be saved as ICE contacts. (In Case of Emergency)
This phone is only to be used for _______________, _______________, and 		
______________.
Not download/use any apps without permission first.
Use the phone between the hours of _________ and ___________ only.
________________________ rooms are off-limits for using my phone.
Ask permission before purchasing anything online.
Charge overnight in _______________.
Not use during breakfast, lunch or dinner.
Not share any personal information or photos of myself or others without approval.
Use your best judgment when giving out this phone number.
Turn off location tagging when posting to social media & will only “check-in” to places
if accompanied by a trusted adult.
Take care of this phone by keeping it clean and safe.

We Agree To:

Purchase a case and screen protector for the phone.
Review all privacy settings for phone and any app accounts downloaded on it.
Keep the phone password.
Set an example by not texting and driving.
Teach good phone etiquette and lead by example.

_________________________		

___________________________

_________________________		
(Parent/Guardian Signature)			

___________________________
(Child Signature)
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Social Media Contract
For Tweens & Teens
Social media is a fun way to stay connected with friends and family. We want you to be safe
and have fun while using it, so please see the ground rules.
Social Media Sites Allowed: __________________________________________
Passwords: _____________________________________________________
You Agree To:
Only use social media sites/apps that are approved.
Use social media between the hours of __________ and ___________ only.
________________________ rooms are off-limits for using my device
& social media use.
Ask permission before purchasing anything online.
Charge my device overnight in _______________.
Not use my device during breakfast, lunch or dinner.
Not share any personal information without approval.
Not share photos of myself or others that I wouldn’t want the world to see.
Be kind when interacting online. Cyberbullying is strictly forbidden.
Tell us if you feel uncomfortable by anything you see online.
Use your best judgment when accepting friend requests, group chats or
direct messages.
Turn off location tagging when posting to social media (unless approved) & will only 		
“check-in” to places if accompanied by a trusted adult.
Take care of my devices by keeping it clean and safe.
We Agree To:
Purchase a case and screen protector for the devices, if needed.
Review all privacy settings for social media sites/app accounts.
Review & research all social media sites/apps before approval.
Keep all passwords.
Teach good social media etiquette and lead by example.
________________________			________________________
________________________			________________________
(Parent/Guardian Signature)				(Teen Signature)
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chapter 4
Parent Checklist
Now that you’re armed with information about parenting in the digital age, it’s time to put it to
good use! Don’t worry if you’re feeling overwhelmed, we’ve put together a checklist for implementing a safe digital media plan at home.

·

·
··
··

Familiarize yourself with the American Academy of Pediatrics recommendations for screen
time by age:
• <8 months: NO screen time
• 8-24 months: ONE hour of SUPERVISED screen time per day
• 2-5 years: ONE hour of screen time per day
• 5-18 years: parents should use discretion, paying close attention to the apps and
platforms being used (educational vs. non-educational)
Develop a Family Media Plan that includes:
• Expectations for digital device use
• Discuss Stranger-Danger
• Discuss sexting
• Keeping personal information private
• Disclosing receipt any abusive, violent, inappropriate or threatening communications
• Discuss social media etiquette
Defining rooms where media isn’t allowed
Setting specific times when media use is allowed in common areas
Turning in all electronic devices at night
Defining ways children can earn screen time (and also ways they can have screen time taken
away)
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a Social Media Contract to further define expectations and implement conse· Draft
quences

· Devise your Babysitter Media Checklist
behavior you expect from your children
· Model •theAredigital
you setting media-free times for personal/family connection?

• Are you using Internet best practices to protect your family & to protect yourself
from identity theft?
• Are you keeping track of your own digital media usage?

· Be consistent
• Enforce consequences to rule breaks

• Try to keep allotted media use times consistent (ie. 6-9pm)

digital media use
· Monitor• Know
what apps your child has downloaded and is using
• Know what sites your child is visiting
• Know who your child is interacting with online

· Learn everything
• Research the latest app trends among teens

• Stay on top of the latest messaging apps; know what they do and how they do it

with your child
· Communicate
• Regularly check in with your child to find out what’s going on in their online life
• Establish an open door policy to make it easier for your child to come to you
• Listen - put down your device, turn off the television and actively listen when 		
your child is speaking to you
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Thank You, Parents
For Joining Us On This
Digital Journey
Find more resources to guide your family’s journey through the
connected world at our Parent Portal: www.wezift.com/parent-portal/
You’ll discover helpful tips on apps, reviews and words of advice from
other parents and industry leaders, all to help you navigate your family
through the digital world.
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