Connected Toy Buying
Guide for Parents
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What are Connected Toys?
Your child’s life is becoming increasingly connected
– from the shows they watch on YouTube to the Angry
Birds game they play on your phone when they’re bored.
Schools are now using smarter technologies and homework is assigned and submitted through online portals.
Even communication is changing, with a move away
from traditional phone calls to FaceTime and texts filled
with gifs and emojis.
Toys are becoming connected too. What used to be techfree is quickly going digital – and your child’s toys are not
exempt from this shift.
As defined by Juniper Research,
“A connected toy is one that must have embedded communications on board that enables it to
interface with a mobile device or games console, while internet connectivity may be used for the
purposes of communications to the cloud.”
This means that your child’s toys are no longer just stuffed animals – they are complex machines.
And demand is growing for both smart toys and connected toys, with current revenue in the Americas exceeding $2 billion and smart toy sales expected to exceed $15.5 billion worldwide by 2022.

45%

of parents
indicated that
their child
has 3 or more
connected
devices

Before &
After
73% of parents are comfortable with their child having
a connected toy. That number drops to 63% after
reading about the benefits and concerns.

Source: FOSI, Connected Families: How Parents Think & Feel about Wearables, Toys and Internet of Things, 2017

Total Connected Toy Revenue 2017
$1.39

$1.44

Total Connected Toy Shipments 2017
Americas
52.5

Europe
$2.14

118.2

Rest of World

53.3
(in millions)

(in billions)
Source: Juniper Research, Smart Toys Market Summary 2017
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Connected Toys vs. Smart Toys
Connected toys and smart toys may seem like the same thing in a parent’s eyes, but there are subtle
differences between the two.
Connected toys primarily use the internet to interact with kids. Tthe popular kids toy, Hatchimals, a
line of robotic toys that hatch from an egg, is a prime example of this category. There are varying
levels of connected toys, too, with new functionalities available that are able to replicate human
speech patterns and even interact with your child.
Smart toys take the technology of toys one step further and have micro-processing computer chips
as part of their build. This allows the toys to have a broader range of functionality and operation.
Early smart toys may sound familiar to you and include Tamagotchi and Furby, the 1990’s “it” toys.

Connected Toys:

Smart Toys:

Connect to online platforms via Wi-Fi or Bluetooth and uses a variety of sensors and hardware. According to IBM’s Security Intelligence,
they may include:

Need a companion device, like a phone or
tablet, and uses computer chips & software to
operate. They may also include:

A speaker
A wireless receiver and transmitter
A long-life battery or battery conduit
A recording device, such as a micro		
phone wired to a microchip
Cloud connection capability

Motion activators and sensors based on
acoustics or specific frequency ranges
Optics or cameras
Bluetooth capability
Programmable memory to store
recordings, songs, stories, etc.

Connected Toys

Interface:

Smartphone,
Tablet, PC, Game
Console, Bespoke
Control
Devices, Voice
Recognition, Gesture
Recognition

Communications

& Sensors:

Wi-Fi,
Bluetooth,
Gyro,
Accelerometer,
NFC,
RFID

Base
Hardware:

Motor,
Battery/Power
Input,
Display,
Sound
Device,
CPU/SoC

Source: Juniper Research
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How “Smart” are Smart Toys?
The short answer is: pretty smart. The long answer depends on specifically which toy you’re
using. What makes a smart toy so smart is the ability to capture data and relay that back to the
parent company or other database for mining about the user’s personal preferences.
The Washington Post reports, “V-Tech acknowledged that close to 5 million of its customers’
“Learning Lodge,” “Kid Connect” and other accounts were hacked. Those accounts allowed
children to download games or communicate with their parents on V-Tech devices. A hacker
was able to access children’s photos, names, dates of birth, addresses and chat histories.”
The FBI and IBM’s Security Intelligence recommend caution if the toy:
Connects directly to the internet via Wi-Fi
Connects via Bluetooth
Contains speakers
Contains microphones
Contains a recording device
Contains cameras
Contains wireless transmitters and receivers
Has speech recognition capability
Has GPS capability
Connects to a mobile app
Requests name, address, date of birth or
other personal information when you register
Stores your data internally
Sends your data to the manufacturer and/or
partners
Has cloud connection capability
Remains connected to the cloud even when
it’s off
Does not come with an End User License
Agreement or EULA
The cloud storage provider is not identified
in the EULA
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The Learning Benefits of
Connected Toys
When it comes to smart and connected toys, some of the benefits may outweigh the risks.
There’s a reason why this new breed of toys is becoming increasingly popular and, as parents,
why we need to be as informed as possible when purchasing.

Special Needs & Smart Toys.
Smart toys are seeing success in helping unique learners, especially children on the Autism
spectrum. Integrated smart toys are growing in the marketplace and these toys are a promising area of exploration to engage and educate kids with ASD in a customizable manner.

Leka

One promising example of smart toys for kids
on the spectrum is a spherical robot named
Leka. Leka is designed with the specific goal
of being a companion for autistic children.
The mobile sphere rolls around, plays games,
makes chirping noises and plays music, functioning as a buddy and communicative tool.
Many of Leka’s functions are customizable to
meet the unique needs of each child it interacts
with. The screen displays facial expressions
and connects to a mobile app, so the child can
play educational games with Leka. Though the
product is not yet released, the company, also
named Leka, is focused and driven to create
a product that interacts and engages autistic
children to help them better understand their
world.

Romibo

Romibo is another robot designed to
communicate and connect with kids
on the autism spectrum. The furry blue
robot socializes and asks questions to
kids to engage them and build confidence in their social skills. Because it
is a robot and more predictable than
a human, interaction is much easier
and less intimidating for kids with ASD.
Romibo is a great tool for therapists,
teachers, and parents to get their child
socializing and expressing themselves.
* It is important that interactions with robots and

smart toys do not replace social interactions.
They should instead serve to sharpen social skills
and give kids the confidence to engage more
richly with the world around them.
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STEM Skill-Building.
STEM, or Science Technology, Engineering and Math, is a hot topic among kids’ development
these days, and for parents looking to help their child skill-build in these fields, smart toys can be
a beneficial learning tool.
As Time magazine reported, “As schools (and the Department of Education) encourage children to
pursue in science, technology, engineering and math, the toy industry has been looking for ways to
both assist and capitalize on STEM’s popularity. And they’re finding that there’s a lot of fun to be
had in teaching kids that science and math are more than just memorizing tables and formulas.”
And while the use of educational toys are not new, recent technological developments in the toy
industry have produced a broader range of options for kids, ranging from robots, learning-assisted tablet games and coding-based project toys.
Juniper Research noted in their Internet of Toys, Smart Toys: Hardware, Technology & Leading Vendors report that, “…these devices often using basic electronic features, such as music playback or
interactive games that promote numeracy or literacy. App-connected educational toys are on the
rise, with a focus on teaching children to code is a common thread in this element, linked to the
promotion of STEM (science, technology, engineering and mathematics) subjects.”

Software Based Toys
Human-like
Interaction

Internet
Amiibo
Hatchimals
Connectivity
Anki Overdrive
Little Live Pets
Furby
BB8 Droid
Zoomer Interactive
Vai Kai
Lego Dimensions
Puppy
Mon-Mon
Trefolino
Smart Toy Fisher Price
Magik Play
My Friend Cayla
My Puppy Pal
Mardles
Nenuco Happy School
Kidi Fluffies
Springfree Trampoline
Cozmo
Mio Amico Robot
Pokemon Sun/Moon
Woogie
Skylanders
Evolution
Clementoni
Dash&Dot
DOC
Clementoni

Osmo
Sphero SPRK

BeeBot
Coderpillar
Source: Mascheroni, G., & Holloway,
D. (Eds.) (2017). The Internet of Toys: A
report on media and social discourses
around young children and IoToys.
DigiLitEY

Software Based Toys
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Questions to Ask Before
Buying a Connected Toy
The Family Online Safety Institute (FOSI), offers some insight for parents who are preparing
to purchase a connected toy for their child, including the important questions to ask before
buying. See their tips below:

1. Check the website.

The first thing you should do is visit the device’s website and find out exactly what the
device or toy will allow your child to do. If the site has demo videos, watch them. Read the
terms of use and privacy policy. These documents will explain to you exactly what is being
done with data collected during use of the devices, how to set privacy settings and the
appropriate age for use.

2. Read reviews.
Check out what other parents are saying by reading product reviews, and make sure to
check the reviews on multiple websites.

3. Check for parental controls.

Research whether the connected device has parental controls and learn how to set them.
There are a ton of “how-to” videos on YouTube that give great detailed descriptions on
how to set and use parental controls.

4. Chat with the sales associate.

If you are making the purchase at an actual store, ask someone in the tech department
about the device. If you still have questions, ask to speak to a manager or for any material
they may have on the item.
Before purchasing, you should also answer each of
these questions – and feel confident in the quality of
your answers.
Does the toy connect to the internet?
What are the privacy settings for the device?
Where does the data go? Who can view it?
Can I have access to the data?
How long is the data saved for? Where is it saved?
What age is this toy/device intended for?
Does it use Wi-Fi?
Does it allow password protected settings?
Does it have parental controls?
Can my child talk to strangers with this device?
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Safety Tips for Connected Toys
Parents often find themselves tempted to buy the latest and greatest gadgets for their kids,
but if these toys are connected, you’ll need to take additional measures before handing them
over to your child.
Since connected and smart toys are mostly Wi-Fi and app compatible, there are concerns
of cyber security to take into account. The capabilities of connected and smart toys usually
include, but are not limited to:
Camera use
Voice recognition
Audio recording
Internet capabilities
Video
As advances in technology continue, we’ll
see more of these types of connected toys
on every wish list. Chief technology officer
for Mayfield Robotics, Kaijen Hsiao stated recently in USA Today, “You’re seeing a
lot of companies taking advantage of the
technologies that have been made cheaper by smartphones and video games.”

1. Do a quick Google search.

Do an online search for the name of the toy and append one of the following words at the
end: hacked, security, vulnerability, or breach to determine if anyone has reported security
compromises with those specific toys.

2. Update all software.

If possible, make sure the software running on the toys is completely patched and up to date.
In most cases, the toy’s settings should be up to date, but depending on when you purchase
the toy, it’s possible that an update or patch was released after the toy was shipped to you.

3. Review the privacy policy.

Always review the privacy policy associated with the smart toy before handing it over to
your child. You should be aware of any data collected by the manufacturer before your
child takes it out of the box.

4. Connect to secure Wi-Fi.

If the smart toy connects to Wi-Fi, make sure the access is limited to a private, secured
wireless network, like your password-protected home network. Never connect the toy to a
public Wi-Fi network. Public Wi-Fi networks are often unencrypted, and this is easy access
for a hacker to obtain any personal data that is transmitted.
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5. Guard your personal information.

If your child’s toy requires a registration step, it’s okay to use some false information instead
of your real information for the address, date of birth, and name. Instead, use a screen name
to keep your real name safe from potential hackers. This way, if the toy does suffer a security
breach, only fake information will be retrieved, and your personal information is safe.

6. Turn off location sharing.

If possible, ensure the smart toy does not share its location publicly. This is another way
hackers can obtain sensitive information when toys “check-in” to places in real time.

7. Screen for malware.

If you can, run a malware scan on the smart toy to ensure the device was not inadvertently
loaded with malicious software (called malware). Talk to a security professional if you have
any questions about this part, as it can be complex.

If you suspect a connected toy has been compromised, the FBI recommends
filing a complaint with the Internet Crime Complaint Center at www.IC3.gov.
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How to Manage Screen Time
with Toys
Given the American Academy of Pediatrics updated guidelines for the appropriate amount of
screen time (defined as any time spent using digital media for entertainment), these resources
are keeping parents and caregivers empowered in the ever-evolving tech landscape.
The AAP guidelines suggest:

NO screen time for
infants aged 18 months
and younger

1 hour of screen time
per day for kids ages
2-5 years old

Restricted and monitored
screen time for kids
6 years and older

When it comes to connected and smart toys, though, this line very easily gets blurred. Playing
with a smart toy can be considered educational and could be beneficial for children – if done
in moderation.
Depending on the age of your child, this may be easier said than done. But if your child is interested in a connected toy, the safest way to monitor their screen time and monitor for any data
safety issues is to play with the toy alongside your child.

The most important rule of managing screen time, whether it’s a tablet,
smart phone, TV or toy, is to allow it in moderation.

Taking Additional Measures.

So, what can we do to effectively manage and monitor screen time? In addition to the
resources shared above, we can try the following tips, as recommended by the AAP:
Create a Family Media Plan
Designate media-free family time together (hint: dinner and car rides are a great
place to start)
Identify rooms in the home where media is not permitted (i.e. dining room,
bathrooms, bedrooms)
Bonus: Create a system in which screen time is earned. (Example: 30 minutes of reading
or some media-free family activity in exchange for 30 minutes of screen time)
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Parent Checklist
Before you decide to purchase a connected toy for your child, consider these steps
to keep your child safe. Remember, not all smart toys are created equal and not
all connected toys have the same capabilities. By considering these steps, you can
ensure the safest possible playtime for your child.

Before Purchasing:
Check the website.
Read reviews.
Check for parental controls.
Chat with the sales associate.

Answer These Questions:
Does the toy connect to the internet?
What are the privacy settings for the device?
Where does the data go? Who can view it?
Can I have access to the data?
How long is the data saved for? Where is it saved?
What age is this toy/device intended for?
Does it use Wi-Fi?
Does it allow password protected settings?
Does it have parental controls?
Can my child talk to strangers with this device?

Before Using:
Do a quick Google search.
Update all software.
Review the privacy policy.
Connect to secure Wi-Fi.
Guard your personal information.
Turn off location sharing.
Screen for malware.
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